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@ IP(Internet Protocol)

@ ARP(Address Resolution Protocol)

@ RARP(Reverse Address Resolution Protocol)
@ IARP(Inverse Address Resolution Protocol)
(® DNS(Domain Name System)
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A2l Gateway(211.241.82.100)
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© 211.241.82.100
@ 211.241.82.163
@ 61.42.54.1

® 61.42.54.99



7. kg XZolM MY LHE2 TCP 2= & of Z=of gk ZHelot?

TCP &2t ol & Z&s5t0] TCP MOHE FAof st LFE HAlSH=H AtS
Z0{ 16 HIE SH2 19| E’ g2 A Atstot

O Window #E

@ Control Flags Z=
@ Checksum ZE=
@ Data Offset 2=
® ACK Number 2E

<

8. Ct2 X222 o 57/l ICMP HAIX|E HHst= AUT}?

CIolHE 2= SAEA IP OOl 2Bl TE skl 2f

es dz|7| s 2FREIF ELfE M AIX]

:Olg
k>
>
ul
kd
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@ Echo Request

@ Echo Reply

@ Redirect

(® Destination Unreachable
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@ Blocking
@ Listening
@ Learning
@ Filtering
® Forwarding
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@ enable secret

@ password

@ enable secret password
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Router#configure terminal
Router(config)#
Router(config—line)#password %%
Router(config-line)#"~Z
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@ Land
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(® Ping of Death
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® VPN(Virtual Private Network)
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@ IDS(Intrusion Detection System)
@ Firewall

@ Bridge

@ Gateway

® Honeypot
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@ TFTP : 69
@ FTP : 21

@ TELNET : 23
@ SMTP : 11
® FINGER : 79

A AAHIOM SAE www.sis.or.kre| IP FAE E7| 2510 nslookupS A2
S of A3} ofefeb Zo| Ligtct ofefel ZotE = Off ChS & Y= AYR?

C:W>nslookup www.sis.or.kr
Server: name.host.or.kr
Address: 12.34.56.78
Non—authoritative answer:
Name: WWW.sis.or.kr
Address: 211.241.82.71

O www.sis.or.kre| IPF2Le= 211.241.82.710|C}

@ nslookups A ”EF § EQ} www.sis.or.kr2 &2 HES3 2t Uct,

@ www.sis.or.kr} name.host.or.kre 5 SAEOQO|C}

@ & nslookup ZIZ+= www.sis.or.kre| IP A5 & 5= gich

(® non-authoritative answerZt 2lo|st= 242 www.sis.or.kroll CHSH IP & HEIL

name.host.or.kroll A 2= Zd0| ot & 2|o|stct.
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(2) ACK 3501
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255.255.255.0

255.255.255.128
255.255.255.192
255.255.2556.224
255.255.255.255
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@D traceroute
@ ttl

@ time

@ ping

® timestamp
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@ BOOTPE= CH2 ME UHESR I Us MHZ IPFL &2 77 27Hssich
@ DHCP= BOOTP2| EHEH2Z IPFAE AH522 Susic|

@ DHCP= FMatd ol MEsHA IPFAE &Y 2|

® DHCP= CI2 ME HES I AUs MHZ IPFL &Y 277t 71535t
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(D Cut-through

@ Store—and-forward
@ Fragment Check
@ Fragment Free

(® Frame Forwarding
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@ SMI
® Device Set
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@ 8bit
@ 16bit
@ 32bit
@ 48bit
® 64bit
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@ LAN
@ WAN
@ Internet
@ MAN
(B Extranet
21. Switched NetworkollAl ALE E1E £0[7| flsi AF8== MAC Flooding 324 0|1t
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@ IP Filtering

@ Port Security

@ EtherChannel Security
@ Routing Security

(® Encryption
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@ ACK — ACK = FIN

@ SYN - SYN — ACK/SYN

@ ACK - ACK — RST

@ FIN = FIN = RST

©® SYN/ACK — SYN/ACK — RST
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